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~ Eduardo Arino de la Rubia sharsd a link to the group: Feed
E Integrity: Links, Research, and Discussion.
17 hrs - 2

Just a heads up. There is a polarized article that is working it's way through
irfThe_Donald ahout how Goegle's misinformation/fact-check program isa
sham that targets right-leaning and conservative sites. Obviously | don't have
any insider information into their pragram, but we should be aware that it's
likely that a similar meme will circulate about our efforts.

Tty

Google’s New Fact-Check Feature Almost Exclusively
Targets Conservative Sites

[dc_video] Google, the most powerfut search engine in the world, is now displaying fact
checks for consarvative pubfications in its results. No prominent liberal site receives. .

DANLYCALLER.COM

oAt eaviit Samusl Wielrich and 9 oihsrs T Commenis
S Like () Comment £ Share

Eduardo Aring de la Rubia cc: Tessa Lyons-Laing
Lilke Reply - 17h
Eduardo Arino de la Rubia If you click on the {i) link to get information

ahout the dally caller, you see conunents. Have we conaiderad whether
these should have ranking applied 1o them? {cc: Nishesh Sharma)




Eduardo Arino de fa Rubia If you click on the (i) link to get Information
about the dally caller, you see comments. Have we considerad whether
these should have ranking applied to tham? {cc: Nishesh Sharma)
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Like Repiy - 17h

{P Sara Su Thanks for sharing the article, Eduardo! For the "Top
Comments” moduie In Adicle Coentext, Harsh Selani can share
more about the ranking approach.

Like - Reply - 17h 1
%@ Harsh Selani Currently the comments are ranked based on the

scoresfused by public conversation team) we get back with
each individual comment.

Like - Reply - 18h €

v View more replies
. Urite & reply G () < (@) @) P

Samuel Wolrich Interesting this circulates around the time James
Damore's class-action suit drops. But [ have no evidence to support
that gut feeling and wouldn't want to imply othenvise.

Like - Reply - 160

Tessa Lyons-Laing cc: Cassandra we should be prepared for this
when ralling out fact checking to Article Context

Like Rephy 1¢h @

Tom Cunningham Eduardo do you think they might have a point?
Loaking at the list of Isft and right sites listed in this tivead —

hitps /itwitter. com‘hashtaggris.. /status/950851100708736448 — my
subjective Impression is that there are surprisingly few left-wing sites
ftagged. {Very happy 1o be corrected about this).

, Alex Griswold on Twitter




Tom Cunningham Eduardo do you think they might have a point?
Looking at the list of left and right siles listed in this thread —
https:fvitter.convhashtaggris.. /stalus/950851100769736448 — my
subjective impression is that thare are surprisingly faw left-wing sites
flagged. (Very happy 1o be corrected about this).

Alex Griswold on Twitter

i TYATTER.COM
Like  Reply - 10h

% Tessa Lyons-Laing | think one challenge is that there is no
acceptad "ground truth” heyond fact checkers. So there's no
ohvious way to determine if a) there is more false news on the
right, b) the fact checkers are blased against the right, or ¢ it's
a mix of both.

Like Reply - 10n i =
Tom Cunningham Tessa Lyons-Laing yes that's fair —and |
think if there is a bias it's not from goegle but comes from the

nature of the articles that fact checkers choose to review.
(Which this guy on Twitter acknkowiedges i think).

Like Reply - 10k &

Eduardo Arino de la Rubia 1 don't know this guy, so i don't
know if his lists are particularly compelling. He sesms to be
unhappy that Infowars isn't fact checked? | wouldn't mind
bumping up our broad trust metric against our 3pfc data and
discovering if our data reflect some 5., See More

Like Reply - 10n @
Alex Leavitt Eduardo Arino de la Rubia Can you say more

vhat the research might have heen..? Not sure | follow

Like  Repky - 9h

. Weite a reply & & b @ @ W

Eduarda Arino de la Rubia At the end of the day, if one ideology
compells more fact checkers than an alternate competing ideology,
that's like a weird inteiesting finding too.

Like Repiy 1dh @ 1

Tom Cunningham And we should probably put a little effort
into figuring out whather it is true, no?

Like - Reply - 8h

Eduardo Arino de la Rubia Hey Matthew Feldmanl Is this a
good tesl case for your new domains dataset?




Eduardo Arino de la Rubia At the end of the day, if one ideology
compells more fact checkers than an alternate competing ideology.
that's like a weird intatesting finding too.

Like Reply 10N L

Tom Cunningham And we should prabably put a little effort
into figuring out whether it s true, no?

Like - Reply - @h

Eduardo Arino de Ia Rubia Hey Matthew Feldmanl! s this a
good test case for your new domains datasetl?

Like - Reply - 8h

$1, Tessalyons-Laing | think that the higher concentration of

~ hoaxes on the right. and the higher concentration of fact
checkers on the left are both well known. | think the question Is
what we do about it. So far we've worked to implement clearer
guidelines for our fact ¢... See More

Like Reply - @h i 2
Eduardo Arino de la Rubia Would we ever provide 3PFCs a

financial incentive for providing a broader coverege of an
ideological specirum?

Like Repiy 9h i

Tom Cunningham Tessa Lyons-Laing yes fairl Apologies |
don’t want to derail. And | gquess you saying that there's a
concentration of fact checkers on the left is similar to what this
article is saying (that sites on the right probably get tougher
scrutimy all else equal).

Like - Reply - ¢h

a.:l“f Tessa Lyons-Laing Don't see it as a derallment! Happy to
engage in the discussion just trying 1o share context on what we
know { have done so far -- and if there are new ideas to
manage this happy to discuss them but | think that the more we
"fact check the fact checkers” the less defensible itis that we
aren't arbiters of truth. This is an interesting article to add to the
challenge: http:lithefederalist.com/. fcant-trust-factcheckars ../

This Is Why We Can’t Trust Factcheckers, ©
Part Infinity

THEFEDERALIST.COM

Like - Reply - ¢h
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Part Infinity

THEFEDERALIST.COM

Like - Reply  9h @i

Alex Leavitt FWIW, there is a little research that suggests the
amount of content coming from right-leaning sites is more
frequent for sharing misinformation. and also that conservative
people may engage more with that content .,

Like - Reply - 9h

. Bl 2 vl 9 OB ® O

Vanessa Casavant [U's important to understand two things about this
article to see the news frame around it

1) This article and the Alex Griswold tweet Tom surfaced come from
two very polarizing media outlets - Daily Caller and Free Beacon.
Griswold himself used to work at Daily Calter before his current role at
Free Beacon.

2} Both the Daily Caller and Fres Beacon, founded by conservalive
political insiders with an agenda, have been called oul repeatedly over
the years for their fack of integrity in journalistic practices by news
media who ascribe to a shared journalistic code

of ethics outlined by the Sociely for Profassional Journalists at
htips:fvwneen sp.orglethicscode asp.

With those two things in mind, when reading the piece there are glaring
amissions in the reporting - no interviews cited with Google, no
reference to the journalistic differences between the media outlets
highlighted, no reasons given as to why those publications were
selected, and no supparting evidence to back up their statement that
Google "exclusively targets” conservative outlets outside of the
screanshots they gathered - which merely shows lopsided resuits, but
no concrete evidence of fargeting (i.e. the evidence lies on inference
not fact).

Questions this article leaves unanswered includs: What methodology s
Google using for displaying related arlicles? Is that methodology
applied fairly across media outlets? Wiy might discrepancy exist
betwween associated content for different publications outside of a
conservativelliberal framework?

All this said, | think the biggesi takeaway of this article for Facebook is
to understand how different framing will creale a subjective narrative
for vrhalever solution we bulld, We should ask ourselves - where

might a conservativelliberal/mainstream outlet see bias in tha resulis of
our model, and is there actually bias bulit inta that feature? For
instance. if our methedology hehind how related articles gets surfaced




Al this said, | think the biggest takeaway of this article for Facebook is
to understand how different framing vill create a subjective narrative
for whatever solution we build. We should ask ourselves - where

might a conservativelliberalfmainstreain outlet see bias in the results of
our model, and is thers actually bias built into that feature? For
instance. if our mathodology behind how related articles gels surfaced
ends up showing 3pfc pieces for only one type of media like in
(Google’s case, is that because the model wasn't applied evenly across
media types or because the resulls of the model picked up on specific
queues that is surfacing a problem that is unique to that media type? if
a model is truly applied evenly, then heing transparent ahout its
application could solve for ths issus of being seen as bias,

or perhaps surfacing both tfrue and false faci-checked arlicles versus
just articles that debunk stories could be a solution to show fairness
and objectivity in application of a rrodal. Or, on the other hand, Ewsa
find the model lan't applied evenly, then what can we do to create a
true apples-io-apples application that weeds out bias or feedback
loops?

SPJ Code of Ethics - Society of
Professional Journalisis

Like - Reply - Th - Fdifed
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Coordinated Trolling on FB

Seiji Yamamoto & Eduardo Arino de la Rubia
News Feed Analytics
2017-09-28
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Summary

* Trolls coordinate activities in private FB groups
* What they do:

* Raid live videos, public pages, and private groups

» Target individuals for doxing and harassment

» Share toxic meme templates in private groups

» Manufacture fake accounts for black propaganda, raids, and infiltration of private groups

* How widespread is the problem?

» Considering only Kekistan trolls:
« 590 MM comment VPVs on Kekistan comments {over one month)
. 44 MM distinct users viewed a post that a Kekistani troll commented on (over one month)

* Suggested Tactics
* Tactic 1: Troll Twilight Zone GK
« Tactic 2: Friend network accountability
+ Tactic 3: Toxic Meme Cache
» Tactic 4: Toxic Comment Cache
* Tactic 5: Troll classifier
* Tactic 6: More tools for Ops workflows and automated lead generation for investigations
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Some trolls have an agenda
and they're organized

o Like O Comment 2> Share

. v & conmen! & o 3

* Trolls are not all lone wolves
tromping through the internet

Darren Johnson Loszied e descision of he grius The
Kexistani Special Forces.

causing havoc just for the <The Kekistani Special Forces>
“lul’ r This is a miltary style elite force designed for larger operations.
. There will be 2 strict hierarchy with a focus on making waves. This is not for
¢ TTOI | S are Often Orga N lzed petty shitposting, but for planning well constructed attacks against our foes.
groups of people intent on a shadiay
specific agenda

Revan Harris + Kekistani Colleciive
« To illustrate, this deck will focus '
on the members Kekistan,

Guys ive realized something... we can literally use our power granted to us
through Kek to cripple the iiberal agendal... by getting pages shut down and

thou gh there isn’t Sp aceto aeople scared... the libs spend their money 1o help... the more this happens
. the more they spend... the more they spend they less they have... s0 g0
EXhBUStIVEIV anal‘/le a” trO”S and troll the shit cut of them... {wel call it the morrowind principle] e ool |
zopie 10 Follow Soe Al
‘ ' ﬁ Sean Knawth shnauh:
* See glossary at the end of this deck sl Zoirgariosy
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First off what kind of content do
they share?
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Jake Moler < Top Seeret Kekistant Stream Raiding Group

I don't like it when people
who beligve in twe
genders (AKA Nayis}
comntent on My poge 30 |
will ask my THOUSARDS
of followers to MASS
REFORT YOUR GROUP
S0O1T GETS TAKEN
DOWN

TAKE THAT STUPID
KAZE TROLLS FWINII!

WAAAH WAAAH!! THE
NAZI TROLLS REPORTED
MY PAGE AND SHUTIT
DOWNI! M SUCHA
VICTIMI
1, WA TARGETED
i 7 ~BECAUSE I'M TRANS
.7 WOMAN NOT BECAUSE
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N N - Like Comment Share
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Vevitas

Yes, their meme content is seriously bad, but let’s examine Troll behavior

more broadly rather than just focus on content. Trolls are involved in
many destructive behaviors on Facebook, including:

* Raids
« Coordinated attacks on groups, pages, and individuals

* Doxing and Harrassement
» Targeting specific individuals, e.g. Sophie Labelle

v https:/!ic?}.gizmodo.com/transgender—creator-of»assiened-maie-webcomic-facinq—de-1795442512

« False reporting of groups, pages, and individuals to Facebook Ops

» Toxic meme creation and templating for widespread dissemination to
various FB groups and pages

* Black Propaganda

« Red-pilling normies to convert them to their worldview
« example video: https://www.youtube.com/watch ?v=c31INADNF/PM

Follow Senmmiper 3G &

oY Like () Comment

Fegple To Follow

n §2an Knaum jsiraui:
P BRI e it

- Foliow

- )

E Seiji Yamamoto + EINE Analytics FYl =

2> Share
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Live video raids
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Vevitas

Trolls congregate in small to medium sized
aroups to coordinate attacks on FB users P

Fallew S

Three Types of Raids
1)Real-time attack
2)Direct Action

3)Foreign Internal Defense

Joshua Prevost - Kekistani &th Task Force- Mass

Tc any new memoers:

D.A. Raids- "Direct Acton”
Basically going into lefty/normie pages and doing the usual raiding with
memes, efc

F.L.D.- "Foreign Intemal Defense”
Infittrating closed lefty pages and either raiding them or try to Red-pil
members and take over e page Segn Knauth

I

‘ \@ Foliow

People To Follow

£ Share
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Public Page Raids

+ Typically, a raid member will post a link to

a Live Video in the troll group. From there, -~

;

others can harass users by leaving toxic
comments and memes in real-time

* Besides real-time raids, continuous DA
raids are encouraged on MSM, e.g. CNN

¢ Randy Leas Jr - Republic of Kekistan2.0
[RIRE ;

Okay folks, we need 1o refocus our efforts. The CNN sheep are back
comtortably spewing rionsense and it makes me sick! No more alternate
raid campaigns. Our only objective should be 24/7 shitposting CNN's social
media outlets, preferably FB. If you're on your way to work, you can easily
frash dove the page while driving, all you have to do is hit the sticker every
5 seconds 10 avoid a temporary spam biock. | keep a folder with fengthy
text shitposts. from | can easily copy and paste into the threads. We must
not stop until CNN's followers give up and get tired of not being 1o
comfortably suck each other off in the comment sections.

Vévitas

Anthony Kypregs shis-tiar gy
vigeo ¢ neQoue: Top Secret Kekistani Stream Raiding Grodp.
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Follow

Kekistani groups are used to create and share memes

) Like {3 Comment 2~ Share

20D T

i - Kekistani Department of Special Forees = By understanding the source of . R
bad memes, we can choke off
the distribution -

Jacob Parmjeck! - Kekistani Departmeni of Special Forces

Fifth batch of danxness

METH

il Example strategies:

- Cache the images shared in
these groups and ban or

n{FdEL

HLFORE

o o he WEED demote them when
“Yats for the Democra? to stop Trump!™ .
someone else tries to share
bl them later
- Collect these images as

training data for classifiers

- Use these meme templates
as “marked bills” to identify
Troll accounts

People To Follow RERRY

Sean Knawth

B B

= @ g5 Foliow
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Trolls target normie Pages, Groups, and Users to report to Facebook
Ops in an attempt to get them taken down, or at least intimidate

their targets

Jacon Pargietk: - Kexistoni Degartment of Spocial Farces -
Qourations

' Jorge de Arsa - Kexistan! Collective

New target..

 DOXRPARTTOSCRETE.

TP 3 CLICK ON T HATE JPEECH.

Cnly pastest this i LX050C GrOUDS An6 4 51 gaf taken cown. Yes. lsent X
Might 3 well piay the genzier £a:C.

X Your pheto was removed {0 SISPIYING NIty spedch,

53 BALI RED peop
AT 35 3 man
745, 9 ST L 03T
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o Like {J Comment
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Fanasy Ssnlamidr Ii o

i-"! . Seili Yamamoto - FINE Anaiytics FYl -

Trolls also infiltrate “normie” groups using fake These raids will occur s00n

accounts, then coordinate raid times :

Kekistani Department of Special Forces Operations, fbid: 486035475095707 dylke O Commem 2 Shere
https://docs.google.com/spreadsheets/d/1HEQLBevBZH7hxSgDAUZXyZISNu NwEEeka_ulT5y-rDY/edit#gid=0\n | .

| 80089
KDSFO List of Targets (FEEL FREE TO EDIT)

File Edit View Insent Format Data Tools Add-ons Help  Lasteditwas mace & days ago by anonymous ;

FN La> ra o

e T 0% - § % 0 0013 Al - W - B I sA. - H E-4 -9
: A B8 Cf
1 GroupName B P D e e POSSIhleDatéforRaid?
' Donaid Trump Clown University hittos:/iwww facehook.comigroups/227796497675 158/ 7ref=group_browse new 9115!2@17 T30 PM
Donald Trump is a Disgusting Pig hitps:iwsw.facehook.com/orouns/disqustingpialPref=aroup_browse new 9/18/2017 7:30 PM
Democrats Are Stronger Together hitps:liwww facebook comfamuns/DemocratsfreStronger Together/Fref=group browse new 9/21&017 7:30 PM
§  Groper Trumps Clawn University httos:/iwenw facebook.comigroups/11717203 19580631 Pref=grous browse new i 912412017
6  Anti-Trump Memes and Videos Resource httos:/fvaww.facebook. comigroups/stoppinafacismi?ref=group_browse new 972772017
7 THE PEQPLE V8. DONALD TRUMP hittps:/iww facebook comiaroups/B8349588651 2301 Pref=graup browse new 813012017
8 Anti Trump Memes httos:ffww‘facgbook.com!emuasm774619239445579l?re&ar0uc browse_new 10/3/2017
s DontHate Debate hitos: e facebook.comigroups/1661761084096926/ 2ref=group_browse new 10/6/2017
16 Democrats United Against Trump hitps:/iwww.facebook.com/croups/32782563755133 7/ ref=groun_browse new 10812017
#t [ Hate Donald Trump hitps:/iwww.facebook Comigrouns 7546452746 76287/ 9/1372017 7230 PM
-
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Pearl Party
Live video: 679737648883462

Bouncer: https://fourl.com/7850wmki

Fred Taylor snaac Mary Ray by Debiie = five video i
Kekistars Raiding Army. - T — BLRRT

b Like () Comment £ Share

i " Pearls for DAYZ - 2:02 can you show more cleavage?
- Like - Reply - Saprem!

~ Pearls for DAYZ - 2
- Like - Reply - Szptember 13

Chad Normiphaggitout Ozturk Vill - 2220 Please get these trolls out of here
Like - Reply - Septemper 73 a1 2120om

Pearls for DAYZ - 2307 OMG GUYS BARBARA JUST SENT ME HER TITS OVER PM
Like - Reply - Szpiember

Peagte To Follow See Al

e Lixe Page

Warly Ray by Debbiz »

| ate
spEywesmymariviay com/DESBIE shepicatalog. 45px. . L w r3 Foliow
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Pearl Party
Live video: 1341354865963747
Bouncer: https://fburl.com/b71ggdib

o ke O Comment £ Share

)

&
2
@
s

Calnads McHoodyheo - ©7:27 Does your shirt say suck time?? If it does | need one 2@

Like - Reply - € 7 - Sents

Calnads McHoodyhoo - 352 The great meme war has many veterans. Never forget their physical and
mental wounds
Like Reply- £ %

d Fred Taylor - 23:30 Whats the minimum purchase for shipping over seas? Im stationed in Kekistan. =
d Lke - Reply- €7 S 18 at ]

ot 83

" i PeantChic- Terls Seuthers Shuckin o2z . debkerags

AT

s T
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Kekistani members distribute meme templates,
significantly multiplying the impact o oo ae

According to PhotoDNA in Bouncer, this one meme shared by Jacob Parajecki in Kekestani . i £ s DA T
Department of Special Forces turned into 136,059 photos
“uzyPhowDNAphoto cluster  Blocked? _ Size u;érs N
‘ o ke 136,059 photas (esttmate)' '
-:semce ‘Goce0n, aggregator msnghts" bmuse.of.high
err_or rate of ?5 1‘;’020&18259765 e
People Yo Follow See Al
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Here is another case of doxing and harassment W e

Foligw - Sgpameer iy &
Angry to be labeled a Nazi “just because”
he believes in Racial Purity

Doxing and harrassement

Sophie Labelle’s story is well documented

This is the actual post where she was doxed

fom Sncrar Kpataton: S1o0Ren Raxkng (e ™

Yty 45iGn,
e e

Thos 3 T BT ARG 17 s Bt O & Rt Tho et w82 v

i W

AN Ve
HEEISITY REFITART R

Ragrstrant Name: 5opiue Labekie
Sepistrans Drpanation: Asugned Nake
Ramstean Streor EEEG

Regiatrant {y: Rantres|

Regrtrant StatesPravinie; Qg
Regestrant Posuai Code: HITIE

Reyntront Sountey GA

Remisirant Phen
Regisirant Fhone £t
Frgiserant Fa
Repreurang Fax fxt

Regrtrant £l yoph

Repustry Admm 1T
Adran Kama Sophue Labnlie

Adivsh OrEanTaton: Asugned Maie

Apmm Cury Montrea!

PEGE ity MoGioe - Top Searat Kefstan! Stream Raing Group

ftrs ot Deing labetled 3 Neo Nazi. Just becguse  dalieve in Razial
Supromacy, Rats! Putty and Ethnie Cloansing £oes nol make me & Neo
Kz, 1 gave @ Starving, RGMeless musiisn 3 namiusger fom MeDonalds
onsa. im & godc guy- Lats tud a bilch,

http://www.huffingtonpost.c
3/2017/05/23 /sophie-
[abelle-
threats_n_16771104.htm!

Sophie Labelle's trans wehcomic page
“Assigned Male Comics™ got taken down by
Neo-Nazis.

‘ Yeah, seriously. Pathetic sons of bitches.

She will he daing an even! tanicht 3t 7 PM. at
“But then | get smaller groups attacking me pretty misch every other day— we're taiing to show her
ind her. !t
$ign a copy
:ation in N.S.

about 2 couple dozens of people— so really my daily iife is 10 han those peaple and 16

delete their comments.”

Labelle said after one of the hate groups was shut cown Dy Facebook, she became the
main targer and began 1o feceive haieful messages and anti-LGBTC images. Her home

address was aiso posted oniine, forging her w move. A Share

She runs an popular Facebook page cafled <5 , where she regulary

posts her work, Her storylines are focused on LGBTQ characters — mostly youth and
‘eenagers — 25 they navigate ife,

oy Like £ Share

{2 Commen:

W Bilty McGeo - Top Sesrot Keiistan) Stroam Rakling Geowp ™

20087

Here's il G e e Cak U5 Nwd NaZi's 350K 10 she Nay & crmngl
oo e

Bkt Unvermly of Kang's Daliege

f 0 tamn .o Maldax, Nova Seata
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Ca. Seiji Yamamoto - FINE Analytics FYl
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This is the group that doxed Sophie Labelle

o Like () Comment £ Share

. Sl & STTen So®Y

i No Normiestitl Post lve stroamstoraid Noo o
© ‘spamming Snitches getstichas No advenising
pages or grotips unless permission grarrted by

' adening or mods Don't Gse your parsonal :

- Beouns toraid

“% scn Sﬁcmt Kekistani Stream Raiding Group {119745275263084

AnyAdmmeghFAl Srransmp CnnfmedMemberRahozs Lln(m*yMtaExc | RecentNewAdmin
Conf zmedMemberRahnSO Conf madMemberﬂabo?S &

They've been lying low, but

recently became active again
(@) s

47 @ Follow




)@zms

I Seiji Yamameto » FINE Analytics FYl -
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Some Kekistani trolls publish pro-Putin/Russia content

FE AT

i 2 siroma Kekistan members from Russia often share .
T links from RT and Sputnik and offer their

nrowing  tamur, Jut 13 1518 ey weket Sl of Syra. The gietalals

Tian 15 10 §at the [ ARG WO POWETS 10 [0 10 WA, 56 they, hase . - ,
coutines 22k 86 ebminaled st N W O (gicharats) togetor it the pra]se for P utl n/RUSSEa
TiOBT DRAKIS, CAN 1D TR whnd, TROYve DO SNty Mis 104 2 1075

1me, 3602 wer's qovemment, NATC has oy boen. See Mam

oy Like {3 Comment £ Share

B0ROY

Toyert Lovy You night ¥r Putin but these toais are lusting for war1o Keep the
MF aflout.and they neeq anctner false flag atiack. But tharks again. For

kicking their butts out of Syna

John Moss Putin is absolutely agains! & first strike or & nuclear war.
Russia's impressive defensive military technology witl keep Russia safe,
Puting main concermn is the loss of innocent lives, & quater of the world's
population would be wiped out in a day if the US went on a first strike which
Russia can contain. Would Putin retaliate with & full sirike or would he take
the loss of life ints account and just g0 around and electronically fry the
USMIC command system which would disabie #'s whole missile system
AirLand & Sea. ...... the bad guys are planning 1o start WW3 wipe out 5
billion peaple and fise up from DUMB'S to be the new occupiers of
Earth......Bussfa hias Alf their DUMB'S coordinates. Russia & China have

Facts vs hystesfa: What you need to know abaut Zapad
2017 drills

T o Rssa-Baiares 2a0ed D0 madary peemsiney wavo kened off 670
annersg ysama ot westies SIS AR P0G ver NS ASRTE. rhen.

ks oS

[apwli i N o 8 .

- been doing joint ant terrorist with massive numbers of Toops and heavy

B g equipment, NATO has gone real quiet, Noone wanis & war they cant win but

@ A B e o e s the deepstate US thug care for no one but their empire

&a, e Q7 Tapmeo amitye Paaale Ta Foliow See Ak
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\We can use world2vec embedding to fina

more questionable accounts .fb Qoames o

i Selit Yamamoto - FINE Analytics FYi -
w Folg Sepremes 0 =

» Examples of users embedded close to Russian Trump fans
« hitps://fburl.com/3hebfiz4

» Examples of users embedded close to probable fake accounts
» https://fburl.com/ysjunywn

Peopie To Follow See Al
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FAl score helps us identify fake accounts

UID: 100010225269132

Fals Acezunt e om Doep Erty Clssicaton
:ﬂnmhmmmﬁﬂmﬁwiwh .
vt sispls, 05 I defintalyfake.
Result NA that there s o compuie 800
fnrﬂmhmﬁsaﬁbsafeb‘m
A T -7,
B

Apcoin Valia Soon O

Rog Fodp'Centidodca

Endpoin history {
WE TR SRS TR IRy
From: Waziid, Smoiensk Ov
heaniovo: st Oblast, Rissia
Guards resulisi No aowum m%a-
Faghry LUimits:

2240 friends: (710 disabled),

EERE G Ninte friong reguest
ﬂ Fiddar fighs molosts s
8 rriead o5 apem frie
2ingngs markad st
Foetple maiod Useroniant
143 paople defrended me 4‘ ; ‘
43 people defriended by me (0n last 14 4 da s}
0 substribers i
207 subscripions o

W

o .. Seiji Yamamote > FINE Analytics FY] -
w Follow Seotzmoer 08 &

o Like {J Comment £ Share

. BT 3 CHMER RSO ECRE]
People Ta Follow See Al
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Other signals complement FAI which, like all classifiers, isn't perfect

UID: 10C000650872065

Diga Mertaalova (4?/Fema )

low FAI doesn't A

UID: 10000065087206 suspicious s
Status: Active )
Age: 47yrs{0M§4’1§70) friend stats

Registration: 2611 days a
%.ast iogm 11 hrs (201

Account Value Score :
Reg Fake Gonfi donce
Daya acive \ﬁ.- 3 .‘

- ) too many memberships
bj fots of blocks
- ¢) lots of rejections

?EOSubscnbers e o \\
153 subscriptions. geoups—— d) fake profile photos

L

Seiff Yamamaoto » rINE Andlyties FY! <~

Follow Seommye 10 E

oY Like () Comment

WINE FobmENL

Peopie 70 Foliow
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Follow

2 Share
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Folloes - Sesiwmbar 20 &

Viewership of Kekistan trolls

¢ Like (J Comment

« 70k = # members across 326 groups with “Kekistan” in the name

* 590MM = # comment VPVs earned by those 70k Kekistanis over 30d

o MAMM = # of distinct users who viewed a Kekistani comment over 30 days
*66B  =# vpvs on the posts that Kekistanis commented on

Peopie To Follow
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What can we do about it?

Fallow Fept

s Like 2 Comment

Peopie To Follow

po Follow

I Sel)i Yamamoto = FINE Analytics FY1 =

o Share
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. Seiji Yamamato » FINE Analylies FYi -
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The on-going war against trolls e

* Ops teams are aware of raid groups B ssoes
* hitps://ourintern.facebook.com/intern/tasks/?t=18225052
* https://ourintern.facebook.com/intern/tasks/?t=19493990
* hitps://our.intern.facebook.com/intern/tasks/?t=22035610
+ https://our.intern.facebook.com/intern/tasks/?t=18449098
» hitps://fb.facebook.com/groups/1827322040837047 /permalink/1955031634732754/
* https://our.intern.facebook.com/intern/tasks/?t=4218588

* They've been fighting trolls for years
* https://our.intern.facebook.com/intern/wiki/Internet Troll Team/
» https://our.intern.facebook.com/intern/wiki/Trolls Policy and Operational Guidelines/
» hitps://ourintern.facebook.com/intern/wiki/F8 Troll Operational Decision Tree/
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Account deletions will slow them down...

Michael Seery - Top Secret Kekistani Stream Raiding
Group

We're all being targeted now guys I've lost my main account to the zucc it's
not even funny anymore

"4l Chris Kimbo - Top Secret Kekistani Stream Raiding Group

ThAe, 0

Sl TE

Boys. Lay low for now. No more raids untif we all get shit soried out. Looks
like even an affiliation to the groups can get you banned, since my main
hasn't been used to raid in a looong while. Stay safe lads.

Dawn Sid Roam ~ Top Secret Kekistani Stream Raiding
Group

It gefinitely isnt funny being zucced anymore as Michael said. | was zucced
on my main like three days ago and ! lost alot of shit including photos of
dead family members and photos fram my families past which were
destroyed in & house fire when | lived in Colorado. Those arsholes will pay
for all the pain they caused all of us and expecially me. This is Zachary
Ogden AKA Corperal Penelicious of the 420th raiding team,

Chris Kimbo Mejia + Top Secret Kekistani Stream Raiding
Group

Alnght lads. Kek Knight here to bring a warning for all loyal members. When
you raid, PLEASE USE AN ALT ACCOUNT. A few good men lost their main
accounts and everything they had. Bring the fight to them SJWs and teach
em a lesson for Zuccin our boys. and avenge them. Also PLEASE DON'T
MENTION KEKISTAN IN UR RAIDS. We do not want our main pages to get
Zucced like the previous ones.

| Wittman Rommel - Top Secret Kekistani Stream Raiding
Group

Feliow raiders, my account & Shady Lay Belter will be my backup. im
prodably getting the zuce today in this one, so please accept that one and
Kick this one out, of feave it idk

’ I . Seyi Yamamoto - FINE Anaiytics FYi -~

Fahyw Sapiemne 25 &

) tike () Comment 2> Share
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..but won’t stop them

FRID: *6BEIAA 13053380

Michael Seery - Top Secret Kekistani Stream Raiding Gl LliGomnent 2 shais

Graup . Wie 3 Tomment

Hey all I'm away s been a while

Due to the constant zuceing on many of the admins. mods and general
raiders some of the admin team had to law low for a while | feel that it
should be safe however when we raid he sure not 10 use your real accounts
as mentionec before the zuce hates memes and he hates us

Hapoy raiding.

Zuckerberg can keep ruining my fun but 17 just keep making socks liadiey Sremers

FBID: 1655599261119872

W Mike Helijumper Ford + K.O.C. (Kekistanl Oparational
Command)}

E

©
&)
i3}

[l
@

{

t got ZUCCED for 7 days. In free now my

Im back dear allies. | was zucc'd by a loser named "Avi Goodman" and it

has come to my attention that we should all have at least one alt account.

Please inbox me from your alt account so i can add it here. if anyone

wishes to raid this man Avi please let me know. He makes a point to report

alt things related to Kekistan ecuis T Fonc .
-Shadilay "

n Sean Knauth izana:
naj  Zoningent
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Strategies we use today

* Existing strategies
* suspend or delete bad accounts
* delete bad content
* demote bad content

* Challenges
* Trolls simply open new accounts
* The content trolls attack is not itself bad
* Demotion of comments and posts may not be swift enough
* Once the target has seen the comment/post, the damage is done
* That said, we should still of course delete and demote, but we can do even
maore...

-'TI' .. Selli Yamamoto ~ FINE Analytics FY} -

Foliow Sasiemzar i

o Like {0 Comment £ Share
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'i Seiji Yamamoto » FINE &najytics £Y! -

Foliaw - Serismber 20 =

What else can we do

oy Like ) Comment 4 Share

* Trolls come in different flavors B ccess

* (A) Disenchanted youth
» Tactic 1, introducing friction via the Troll Twilight Zone will confuse and demoralize them
» Taking the fun out of the process will rob these trolls of their primary motivating force

* (B) Organized white supremacists/nationalists

» Tactic 2, making them accountable to friends and family, often works in the real world so we
should try it online

« (C) State-sponsored agents
* Tactic 6, supported by Tactics 3,4, and 5

* More details for each tactic on the following slides

Peopie To Follow Ses All

ﬁ Sean Knauth jsiniuth
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Tactic 1: Interfere with troll operations e

« Troll Twilight Zone GK B ecees
* 1. Find troll accounts and add them to a special GK

* 2. When triggered, the users behind the Troll GK will experience the following
+ drastically limited bandwidth for a few hours
» auto-logout every few minutes
+ auto-direct to home timeline every few minutes

» comments and posts that they spend time crafting will magically fail to upload, then user will
be logged out

* 3, Trigger the “special features” when

» Raids are detected, e.g. when known troll associates are simultaneously viewing the same
content

» User uploads a comment or post with a match on our bank of known troll munitions (see
Appendix)

* Leading up to important elections (pre-cautionary)

* Just because it's Nov 4 (pre-cautionary)

Peopie To Follow See A
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Tactic 2: Notify friends when high-confidence
account suspensions and deletions take place

* When a user does something egregious, warranting an account suspension or
deletion, we should notify the friend network

« “John Smith’s account has been suspended for 7 days because he shared hate speech in the
group Kekistani Special Forces”

* “John Smith’s account has been deactivated for community violations”

« “Four of your direct friend connections were found to be fraudulent accounts so we have
deactivated them. Learn more about how to spot fake accounts here”

* Fear of being outed as a miscreant is what regulates behavior in real life and we
should re-introduce that to the online world

+ Notified users who accidentally befriended the offender might be more mindful
of suspicious accounts, increasing overall herd immunity

* Notified users who are also offenders might curtail their own activities

* We don’t necessarily need to do many of these to strike fear in the hearts of
trolls, so these can be very high touch notifications

* This would provide clear public signaling that FB takes the issue seriously

w Seiji Yamamato « FINE Analytics FY1 -~
Fellow: - Saplamne 36 - &

o Like () Comment 2 Share
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Follow Zzoemiar il

Tactic 3: Toxic meme cache

* Collect B Qommer 2 s
* meme templates shared in Kekistani groups . I
* community reports
* human labeled memes obtained via prevalence estimation pipelines
+ examples added by Ops analysts

* Deploy
» Upon user upload, only post memes that don’t match the meme cache
+ Consider starting this just for users in the Troll Twilight Zone
* Train image classifier which can be used for ranking demotion
* Flag accounts that post content with matches to the meme cache

Peopie To Foliow Sea Al
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Sy Sefji Yamamoto » FINE Analytics FY} -
w Folow- Senmns 3 &

Tactic 4: Toxic comment cache

* Trolls often paste the same comments (see appendix for examples) ke Qom0 S
Wt £ et I ESICICRE,
» Collect _ Y

* NFX reports of hate speech or harrassement
* human labeled comments obtained from prevalence pipelines

* examples added by Ops analysts
+ curation via text clustering and/or classifiers to identify candidates then sending for human

review
* Deploy
* Upon user upload, only post comments that don’t match the toxic comment cache
* Consider starting this just for users in the Troll Twilight Zone
* Train comment classifier which can be used for ranking demotion
* Flag accounts that post comments matches to the toxic comment cache

Peonie To Follow See Al
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Tactic 5: Build a troll classifier

+ Build classifier that predicts if a user is a Troll

* Trolls have distinct vocabulary with rare words
« cuck, zucced, REEE, normie, IRL, lulz, Shadilay, etc.

* Accounts that post anything with hits to the meme cache or toxic comment
cache are more likely to be trolls

* Troll memes and toxic comments are like marked bills which we can use to identify

trolls

* Membership in certain groups and associations with other troll accounts

would likely help

* This could be a stand-alone classifier, or be integrated into Deep Entity

Classification and the Fake Account index

i Seifl Yamamoto » FINE Andiytics FYl -
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Tactic 6: Develop Ops tools to explore, review,

and action on communities of fake accounts iv i 5
s 8008 §
* State sponsored trolls develop networks of fake accounts with seemingly
realistic interactions to make them seem legitimate

* We should develop tools for Ops analysts to explore, review, and action on
networks of accounts

* Browse complete {not just partial) comment threads in Bouncer, Post Classifier, or
some other tool

* Explore friend connections

* Explore group membership and Page fanning

* Provide daily “account leads” for proactive Ops review based on
* Troll classifier
* Meme cache hits

+ Toxic comment cache hits
* Other patterns we develop
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[deas for next steps

* Find more trolls to better estimate negative impact to ecosystem
* Use world2vec embedding
* Use social graph associations

*» Understand fake accounts communities

* Some accounts are maintained to look real which all the attack accounts add
to their friend network. They do things like tag the attack accounts in photo
albums. Better understanding how syndicates construct entire fake account
communities (rather than individual accounts) will help us mitigate them.

* Deep dive on white supremacists/nationalists
* Deep dive on black propaganda

* Deep dive on state-sponsored activities

* Deep dive on trolls with a divisiveness agenda

“.g . Selll Yamamote » FINE Analytics FY! -
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Examples of troll comment munitions e

YOU SAID NOTHING....1. You said nothlng when Obama used drone strikes to execute people abroad.2. You said nothing about Russia for 50 years unti! Trump was inaugurated 3. You said nothing abeut Hifiary's campaign

manager’s brother being paid $175,000 to lift LS, sanctions cn Russia 4. You said nathing when Obama engaged in military interventionism in Libya without Congressional approval.5. You saig nothing Obama greatly

expanded presidential power through the use of Exetutive Orders., You said nothing when Obama filied his White House with lobbylsts after he said he wauldwt.7. You said nothing when Obama gave &7 of his fundraisers

Admingstration jobs.8. You said nothing about the murders and rapes at the hands of itlegal immigrants . You said nothing when Hillary's net worth rose over S100 mitlion as Secretary of State, in part, because her husband 05 Like 0 Comment 2 Share
took money from foreign governments. 10. You said nothing after Obama’s net worth rose over $10 million as President.11. You said nothing when Obara's Justice Dept, Wiretappad/surveilied reporters such as James Rosen

and the AP.12. You sald nothing when Obama restricted iromigration 6 times with Executive Orders.13. You said nothing when Obama set a record for deportations.14. You said nothing when BH Clinton met Loretta Lynch on

the airpert tarmac during the Clinton investigation. 15, You said nothing when Hillary was fad debate questions.16. You said nothing when Obama and Hillary lied about a video and Benghazi.17. You said nothing when
Obama’s IRS abused the rights of taxpayers.18. You said nothing when Obama’s White House held meetings with fobbyists in coffee shops near the White House to avoid disclosure requirements. 13, You said nothing when
Eric Holder sold the guns you hate to ciminals and some were used to kil Americans.20. You said nothing whe the Clinton's took White House property.21. You said nothing when Hillary laughed off defending a child-
rapist.22. You said nothing when Millary lied about her private use of a private email server as Secretary of State.23. You said nothing when lanet Reno, under Bill Clinton, used 3 tank to kill the Branch Dividians.24. You said
nothing when, on May 13, 1985, a bomb was dropped on 3 row house in Philadelphia to upraot the Black liberation group knowm as Move, resuiting in a fire that eventually burned down 61 houses, killed 11 peapls {including
five children) And injured dozens.25. You said nothing was Elian Gonzales was foreibly deported using guns.25. You said nothing when George Soros paid protesters to burn parts of Ferguson.27. You said nothing about states’
rights unti} Trump’s Executive orders on immigration.28. You said nothing ahout Obama's smoking.28. You said nothing abaut the record numbers of peaple on government assistance.30. You said nothing about the number
of part time and low paying jobs under the Obama recovery.31. You said nathing when Olama had SWAT teams raid a Gibison guitar factory and seize property, on the purported hasis that Gibsas hag broken India's
environmental faws—but no charges were filad 32, You sald nothing when Gbama ¢lolmed that the Fort Hood shooti ng was “workplace violence” rather than terrorism. 33, You said nathing about when Obama ended some
terror asylum restrictions, by allowing asylum for people who provided anly “insignificant” or "limited” material support of terrorists.34, You said nothing when the national debt doubled under Obama.35. You said nothing
when 9 times the Supreme Court unanimously overturned Obama's expanisive use of Executive Power 36, You said nothing when Obama dismissed charges filed by Bush Administration against New Black Panther Party
members who were videotaped intimidating voters at a Philadelphia pelling station during the 2008 election. 37, You said nothing when Obama released Guantanamo detainees were released and went back to kil
Americans.38. You s3id nothing when Obama unilaterally changed Congrassionat law by Executive Order.39. You said nothing when Obama fired an inspector gencral after investigating an $850,000 AmeriCorps grant received
by & nonprofit run by former NBA star and Obama supporter Kevin Johnson.40. You said nothing about the 36 Obama’s executive office staffers that owed $833,570 in back taxesdL. You s2id nething when Cbama Kiiled four
Americans oversaas in counterterrorism operations without a judicial process.So if you are void ng your objections about the months of Trump, I'msorry... we can't hear you because you said NOTHING befora!({

e0aes

b

Let's back up and get some perspective here - has the KKK or any Neo-nazt organization been labelled terrorist? Antifa is being propagandized by MSM, rather successfully, it seems. It is anti-fascist, and aren't we ali? To label
them commies, of 1o even suggest they are organized to an axtent that is threatening (to who? fascists?} is hysterical, ignorant hyperbofe. Take 2 step back and KNOW THINE ENEMY.”

Not only are they terrorists but, they should also be referred to as \"Cucks\” at every opportunity. Let's be homest, they are cucks and, they are acting out with aggression and violence to counter their own feelings of
ingdequacy. If they felt that they had ANY control over their own fves, | don't think that they would be the problem that they ate.

What the fuck did you just fucking say abour me, you little birch? 20191 have you know | graduated top of my class in the Navy Seals, and \u2019ve been involved in numerous secret rids on A-Quaeda, and ! have over
300 confitrmed kills. [am trained In gorlifa warfare and \u2019m the top sniper in the entire US armed forces, You are nothing to me but just another target. | wil wipe you the fuck out with precision the likes of which has
never been seen before on this Earth, mark my fucking words. You think ¥ou £3n get away with saying that shit 1o me over the Internet? Think again, fucker. As we speak {am contacting my secret network of spies across the
USA and your IP is being traced right now 5o you better prepare for the storm, maggot. The storm Lhat wipes out the pathetic little thing you call your life, You\u2019re fucking dead, kid, 1 can be anywhere, anytime, and | can
kill you [n aver seven hundred ways, and that\u2019¢ just with my bare hands. Not only am | extensively trained in unarmed combat, but | have access to the entire arsenal of the United States Marine Corps and | will use it to
its full extent to wipe your miserable ass offthe face of the continent, you littie shit. If anly you coutd have known what unholy retribution your little \w201cclever\u20ld comment was about to bring down upon you, maybe

yol would have held your fucking tongue. But you couldn\u2019t, you dign\u2019t, and now youtu2019re paying the price, you goddamn idiot. ! will shit fury 21 over you and you will drown in it. You\u2023re fucking dead,
kiddo.

Think about this in American history we never been at war with Russia tut in 1801 we declared war on islam thenin 1952 we banned them because of the idealogy of taking over thewerld also 8\/11 and Muslim
brotherhood was considered a terrorist group then we vote in Obama a Muslim plant | believe he then put Mustims in government in every law making job and education common core was designed by mushims also

Peopie Yo Fallow See Al
hired over 300 Mustim fiberal judges and funded the enemy in every form like fmosque in every city in America and shipping them in by the boat (oads now we are fighting to keep our own (aws this is happening faster : *
then you think the nwe Is funding alot of this stuff also the Obamacare is a invasion 1o our personal information a5 far as taxes and gur rights go they made the doctors ask kids if there are guns in the house then we have ﬂ Sean Knauth
nety fema camps that look ke prisen camps thisis all planned out thier is so much to this it is hard to put itali together but! see ithappening look into the Mustim brotherhood project on the NWO also the Rathschild ] Lonlngen
want 2 new money market to add to that"29 3 -4 £3 Foliow
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Glossary

* Kekistan = Satirical ethnic nation of shitposters invented by 4chan users {notably Sargon of Akkad). Some Kekistani are misogynistic, racist, neo Nazis. Wi & sammant P06 T
Some are disgruntled young geogle {usually male} who dislike being pofitically correct but are not necessarily Nazi sympathizers. Unified around a S A
firm belief in free speech and by shared disdain {hatred) of SIWs. :

»  shitposting = posting offensive material on social media

I Like {) Comment 7> Share

+  SIW = social justice warrior = derogatory phrase for liberals

* MSM =main stream media

+ lulz = feeling of glee

* normie = normal person; someone who has not been red pilled

* red pilled = allusion to The Matrix where Neo becomes aware of true reality after taking a red pill offered by Morpheus; alt-right version of “woke”

+ Kek =lol from World of Warcraft. Often used by online gamers. Recently cc-opf&ed by trolls. Like Pepe the frog, it wasn't always associated with the
alt-right, but it is now. Refers to ancient God now wershipped, ironically, by online trolls.

* Trash dove = Purple dove that some satirists joked they could make into a hate symbol by morphing it with 2 Nazi eagle {see slide 5). Many take glee
inthe MSM’s perception of it as a hate symbol. Of course, now it kind of is 3 hate symbol.

* |RL=In Real Life
* REEEE! = War cry often used by 4chan trolls
* Shadilay = Reference to an Italian song that has erie associations with green frogs

* Shoe on head = Reference to getting online entertainer (used to be sex entertainer) to do what the viewer requests. Now used in the context of raids
on Facebook Live Videos

* Overton Window = Boundary of acceptable public discourse. Trump has “shifted” the Overton Window so that politicians can now make racists
remarks without repercussions. Title of 2010 “factional” book by Glenn Back
Peopie To Fetlow See Ml
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Quality, Objectzonable sontent - Mateful, Sexua! Violentis ranked
in the Top 5 reasons causmg poor Iandlng page experience.

@ Kristin Hendrix/Grace Jackson are leading the efforts in Landmg ,
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Coordinated Trolling on FB

Wost NFI work has Tocused on content [URLS. phetos, videcs, conlent_ids,
domainy and Facebaok enlifies (pages, domains, fake acceunts, i), But
conteni is created and posiad by organized groups of people. These
asscciations of bad actors are finite and deconsiructible. This troll apalysis is
one attempt to deep dive on a group of miscreants. We suggest six concrete
taciics to deal with three flavers of rolls: disenchanted vouth, organized white
supremacists/nationalists. and state-sponscred agents. We advecate for the
development of werkilows and tocls for the Ops team 1o take out bad aciors
pefore they can even post of promote bac centent. This bottoms-up approeach
can complement and infoerm the top-down taclics already undenvay.

« Trolis coordinate activifies in private FB groups
« What they do:
+ Raid ve videos, public pages. and privaie greups
« Target individuzals Tor doxing and harassment
= Share to¥ic meme lempiaies in private groups
= Manufaciure Take accounts for biack propaganda. raids. and
infiltration ¢t privae groups
« How widespread is the problem?
= Considering only Kekistan irolls:
= £90 MR comment VEVS on Kekistan comments (over one moenih)
= 44 MK distinct users viewsd a post that a Kekistani troll commented
on {over one monih)
» Suggesiad Tactics
= Tactc 1; Trol Twilight Zoneg GK
= Tacic 28 Frend network accouniability
Tactic 37 TeMic Meme Cache
o Taclic 4. Toxic Comment Cache
Tactic 31 Troll classifler
s Taclc § More tools Tor Cps workilows and automated ead
generaiion for investigations
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» Kekistan = Satirical eihnic nation of shiipssters invented by dchan users
{notably Sargon of Akkad). Some Kekistani are misogynistic, racist, nac
Nazis. Some are disgruntled young people (usually maie) who dislike

being politically correct but are not necessarily Nazi sympathizers.
Unified around a firm Deliet in free speech and by sharad disdain
{(hatred) of SJwis.

= shilposting = pesting offensive materfal on social media

« 3J¥W = social justice warrior = deregaicny phrase for liberals

« MSM = mazin stream media

« lulz = feeling of gles

+ NGrmie = normal persen; scmeone who has not been red pilled

« red pilted = allusion to The Matrix whare Nec becomes awars of true
reality aiter taking & red pill offered by horpheus; alt-right version of
N .A_{Dm.nm..

» Keiko= ol from Woerld of Warcrafl. Often used by onling gamers.
Recently co-cpted by trolis. Like Pepe ine freg, it wasn't alwavs
asscciated with the afi-right, but 113 now. Refers to ancient God now
wiorshipped. ironically, by online troils.

» Trash dove = Purple dove that some safirists joked they could make inic
& hate symbol by morphing it with a Nazi eagle (see slide 5} Many take
giee in the MSM's perceplion of Tas 2 hate symbol. Of course, now it
Kind of is & hate symbol.

« [RL=InRealLife

» REEEE!I=War cry ofien used by 4chan trolis

« Shadiiay = Reference to an takan song that has ere associations with
gresn frogs

« Shoe on head = Reference 10 geting online entertainer (Used 10 be sex
entertainer: 1o do what the viewsar requesis. Now used in the context of
raids on Facebook Live Videos

= Cverton “Window = Souncary of acceptable public discourse. Trump

has "shifted” the Overion Windew so that politicians can now make

polentially racist remarks with far few consequences than previeusly
possitle; Title of 2010 “acticnal” boak by Glenn Beck

— With Zduarde Adno de la Rubia.
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Highlights in News Feed Integrity

This week's post covers 2018. All of it... so far... in News Feed Integrity
Happenings. And happy new year to alt of you!

Common Ground / Polarization Team Updates
HEW PCHLARIZATION MEASUREMENT DOCUMERNTATION

Alex Leavitt, Annie Franco, Amac Herdaddelen and the Polarization team
released a set of documentation for understanding and measuring polarization:

« A glossary of imporiant terms related to polarization concepts, theories,
and measurement,

« A set of product briefs regarding our polarization measurement models
and metrics. i.e.,

e npewsz2vec,

o news affinity,

o preferential liking,

o and the "audience homophily score"

Click here to read the rest of the announcement past.
DPDATES O NEWS BUNDLE LAURNCH PLAN

On the 18th, the Common Ground and News teams will be announcing a major
set of ranking changes 1o favoer high qualily news. This "News Bundie" will
include changes based on broad trust, informativeness, and focalness. Read
more about it here. HT to our PMIM, Comms, and XFN parthers.

U RESEARCH OM THE JHTEGRITY MODULE FOR ARTICLE CONTEXTY

Gsrace Jackson shared a deep dive research analysis on a proposed Integrity
Wodule in the Article Context feature huilt by the Common Ground and integrity
Frontend teams.

COMMOM GROUMD & POLARIZATION COUMTRY PRIGRTIZATION FRAMEWORE (V1)

Megan Yang proposed a framework to identify countries that we should
cansider expanding Common Ground efforts into and with what specific
products. She is coordinating with muitiple product and XFN teams across the
company and seeking feedback. HT to Alex Leaviit, Annie Franco and many
others.

BROAD TRUST SCORE PROPAGATION TO TAIL DORAINS

Anavil Tripathi (with David Vickrey and Harsh Selani) shared the latest on a
mcodancal e ggreas Jabad o aation do coala dha o an T rog s toaiando baaadd




BROAD TRUST SCORE PROPAGATION TO TAIL DOMAINS

Anavil Tripathi (with David Vickrey and Harsh Selani) shared the latest on a
proposal to use label propagation to scale the Cammon Ground team's broad
trust work up to support long tall domains.

PALSINF ORMATION TEAR UPDATES

The Misinformation team is starting a weekly update in 2018. It will live here
and be sent out on iondays. Starting next week Tessa lyons-Laing will have
a distro that you can unsubscribe from and add others to.

FACT CHECKING PARTHNER VISIT

On February 6th we'll be hosting all of our fact-checking partners in MPK.
Goal Is to share learnings from 2017 and set up the partherships for success in
2018. Two of the priorities will be increasing transparency and working to
improve the tool. Initial agenda here and initial coverage from Politico
yesterday hare.

REVIEYHNG AHD FINALIZING HT PLAN

We're reviewing our focus areas, goals, and projects for H1 with the Feed
Integrity Piflar leads on Thursday. Current draft is here. The new
Iisinformation weekly update will frack to this siructure.

RETROSPECTIVE N 2047 H2

If you want to get up to speed on our progress iast half, see Misinfo 2017
H2 Recap. i you need a primer on our work, see our wiki,

GLOBAL PACT

On the horizon: Scon we'll be scaling false news reporting/feedback to al
countries and content types. Stay tuned to these updates for more information
about this exciting newsi

High Quality Engagement Team Update and Request for
Participation

The HQE team launched an experiment to guarantine engagement by bad
actors so the number of engagements on the story isn't incremented {and thus
their actions have less impact on ranking). The experiment is starting with
accounts strongiy suspected to be fake. Future will expand to other notions of
badness {hyper-engagers, repeat offenders, etc); send us your lists of actors
whose impact should be minimized to Rebecca IlNlowsky!

Public Conversations Team Updates

A big welcome back to Rob Ennals who joins us after having spent some well
deserved time on paternity leave! [Us areat to have him back in News Feed




whose impact should be minimized to Rebecca ilfowsky!

Public Conversations Team Updates

A big welcome back to Rob Ennals who joins us after having spent some well
deserved time on paternity leavel It's great to have him back in News Feed
Integrity fighting the good fight!

RECENT LAUNCHES

In this update, we are also highlighting some recent launches from the Public
Conversations team that did not get coverage in the Highlights In News Feed
Integrity Posts.

Launch - Hateful speech demotion in English

» Motivation: Our previous demotion was trained en CO repornts judged
10 be hate speech. The hateful speech guidelines are closer to the
concept of destructive conflict that we want to demate, and have less
issues of bias.
« Results: Affects 2.8% of English comment VPVs and 5.1% of comment
likes. Reduces their VPWs by 78% while holding core metrics flat.
Pegah T. Afshar with Umut Ozertem, Eider tioore, Warlja Prokopijevic, Ryan
Drapeau and thanks to Marwan Naggar, Carlos Gomez Uribe, Prasocn Mishra.

Launch « Hateful speech demotion in Arabic

« Motivation: Apply the same demotion approach in Arabic, and sanity
check that it is reascnable o use hateful speech as a subset of
destructive conflict in languages other than English.

+ Results” Affects 1.8% of Arabic comiment VPVs and reduces their VEVs
Dy 71%.

HT to Pegah T. Afshar with Eider Maore, rarija Prokopijevic, Ryan Drapeau
and thanks to Marwan Naggar, Umut Qzertem, Patrick Caughey, Carlos
Gomez Uribe, Alex Leavitt, Prasoon ishia

Launch - Migrate non-friend inline comments to EntRanker

+ Motivation: Non-friend inline comments are potentially impartant for
revealing false news and countering polarizing articles, however the
previous implementation needed to much gCRU.

» Resuilts: Reduced gCPU from 0.15% ta 0,05%

HT {0 Vainsi Krishna Cheekatimalla with Dmytro Ivchenke, Hannes Roth and
Rushi Desal

Launch - Fitter Offensive Comment Actions on Pages
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HT to Vamsi Krishna Cheekatimalla with Dmytro ivchenko, Hannes Roth and
Rushi Desal

Launch - Fiter Offensive Comment Actions on Pages

+ Motivation: Reduce VPVs of destructive conflict comments, and
motivation for posting such comments, by not featuring such comments
In the feeds of the friend of the poster.

+ Results’ Reduce offensive page comment views by 16%

HT to Vamsi Krishna Cheekatimaila with Umut Ozertem and thanks to Deepan
Gupta

EXPERBACNTS
New Experiment - Negative Feedback Tombstone

« Motivation: Increase the volume and quality of negative feedback, with
the aim of using this to Improve ranking to show less bad comments.
+ Resuits: Hide events went up 18x. Deeper analysis of quality of hide
signal pending.
Upcoming Experiment - Comment Filtering on i0S

+ Motivation: For threads that don't have many comments yet, ranking
alone is not sufficient to stop people seeing destructive conflict. Filtering
is already launched on WWW but we want to bring it to mobile.

» Expected Results: Reduction in destructive conglict VPVs.
Upcoming Experiment - Friction with hutton arder swapped

» Background: Reduce comment creation of destructive conflict by
reminding people to be respectful and inviting them to edit if it looks like
they are writing a comment with destructive conflict.

+ Hypothesis: Making “edit” the default option, rather than “post anyway"
will increase the fraction of users who rephrase thelr comment to be
mare respectiul.

Analytics Highlights

First and foremost, congratulations to Maria kinakova for celebrating her 2nd
Faceversary. Maria has been the sole data sclentist on NFI's misinformation
team, and has been instrumental in building critical insights which have helped
power our war on False News. Thank you for everything you do Marial

HASHING PRODUCT PROPOSAL

IMaria Minakova with Tessa Lyons-Laing; 67-89% similarity rate and 26% 3PFC
throughput rate suggests we decouple Hoax Cluster Demation from Hashing
Enqueue. Hoax cluster Demotion should apply to ail links In hoax clusters
{same strengih as hard demotion]. while we would not count them as hoaxes,
until they get funneled through the 3PFC pipeline. This prevents us from

Al P2 Il




Faceversary. Maria has been the sole data scientist on NFI's Iisinformation
team, and has been instrumental in building critical insights which have helped
pawer ourwar on False News. Thank you for everything you do tarial

HASHING PRODUCT PROPOSAL

Iaria tinakova with Tessa Lyons-Laing: 67-89% similarity rate and 26% 3PFC
throughput rate suggests we decouple Hoax Cluster Demotion from Hashing
Enqueue. Hoax cluster Demotion should apply to all links in hoax clusters
[same strength as hard demotion], while we would not count them as hoaxes,
until they get funneled through the 3PFC pipeline. This prevents us from
punishing an actor that has no legitimate story of abuse, while minimizing the
distribution of duplicate hoax URLs. Hoax cluster demotion would not expire
and would repiaced by 3PFC rating-hased demotion, when 3PFC decision
becomes available.

Details here:
Mtps: /b facebaok comigroups/93778489301 9650/permaltink/ 1176466125818
g1/

cross-posting from htips #fH.quip.com/md2¢GAczaHzZ vl

EXPERIMEMT SEECIFIC LADREL G

Evan Turner wrote a post announcing new functionality! The EDM team has set
up Experiment Specific Labeling (ESL) for nigh-priority experiments that require
precise prevalence estimates. Currently, we are looking for new use cases

to build out additional features. If you think this might be of use to you,
contact anyone on the team and we will work to getit set up.

To learn more about ESL check out the post here,
MPK TEAN GROWTH

In an amazing development, after a stellar hackamonth in which he already
dentified and triggered an intervention against bad actors, Matthew Feldman
has decided to make his new home in News Feed Integrity

Here he is, in his own words when he joined for the hackamonth:

Higuys! IAY game fs kdalthew an § come o Feed ety via Feod Ads
(ARA CAMT 0wt i e fae reaches of Balding 20 Zone 5 I'm infer

the worid al ihe edys bebuesn mashine !

stect i

veirere thngs lend (o gei tosi o glossed over n 696 free Veris 1 igve
warked o AR T have been concenirating oin Ad Quahiy- making sure
fie aols people see are relevant to lhose useis, 1Of JUAE filghly

delizing fnavfransilion penod o Fesd Integeiy, ' love (o tearn inore
aboul You and vou'te idess Tor how we can inake feed samell g fhal e
CaG Al be provd of In tis hackamonti | hope (0 see 10w we can use
feed ranking (o reduce
reducs financiafly moltvaied ismiommation’s prevateioe,

SOfme worst case exparences around feed and
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Here he is, in his own werds when he joined for the hackamonth:

Higuvs! My name (s Matinew and | come io Feed e doly via Fesd Ads
(ARA CAR) oul it the far reaches of Building 20 Zone 5 Fm inferesied in
theworkd al the adge e

vehere thinos (end fo ged lost of ginssed over in he (ree vears  Have

e mAchine laming and business logic

wared on CAR T have been concentianig on Ad Quualiy- naleng sure
the ads peopie see are relevant io hose YRS, not just ingitly

FRONEIZING [0 0y Fansition penod 1o Fesd infeagidy, 1 fove (o leam more
AT VOU And voure ias for Dow we can Make feed someltHog el vee

can ali e provd Gf s tivs hackamoatii | hope o see how we can use

R

fead rankmg 1o redyce Some worst case sxpetences arcund teed and

reduee inanciafy moiivaled mismiormation’s prevatence

I you don't already follow him, some of his notes are must-read. His thoughts
on NG guesticns particularly resonated with me, Enjoy!

SEATTLE TEAR GROWTH

Curfirst News Feed Integrity Analytics team member for Seallle has Joinedi
Alex Mentch will e the founding member of the organization after 3.5 years
supporting the Search team! He will be wrapping up his work with Search by
the end of next week, and will join News Feed Integrity scon thereatterl His
announcement post can be found nere. 1 am deeply humbled by his energy and
excitement, and look forward to his impact both in analytics insights, but in
helping us define the culture of Seattle News Feed Integrity.

RTEGRITY ANALYTICS MEETUR

The next Integrity Analytics Meetup has been scheduled for February athl
Already 21 are geing and 9 are interested. We will have an amazing skate of
lightning talks and this time there will be a rafile with FABULOUS PRIZES and
Pizza will be provided. Check out the event here.

Conclusion

These are not the only exciting developments in 2018, if you have any guestion
about what any of our amazing teams are up i, feel free to comment in this
post and ask about Objective Content Quatity, High Quality Engagement,
Misinformation, Common Ground, Public Conversations, EDM or Ecosystems
and fnfrastructure. Until Next Weekl

@ Tessa Lyons-laing, Grao Marca sl 4 ofhsrs I Commeat
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